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Abstract
Strong Authentication: State of the Art 2011

» Risk Based Authentication
e Biometry - Match on Card

« OTP for Smartphones

» OTP SMS

» PKI

+ SuisselD

» Mobile-OTP

« OATH (HOTP, TOTP, OCRA)
 Open Source approach

How to integrate Strong Authentication in Web Application?

 OpenlID, SAML, Identity Federation for Strong Authentication
 API, SDK, Agents, Web Services, Modules

« PAM, Radius, JAAS

» Reverse Proxy (WAF) and WebS50

» PKI / SSL client authentication

e« PHP example with Multi-OTP PHP class

+ AppSec (Threat Modeling - OWASP)
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Who am 1?

- Security Expert
17 years of experience in ICT Security
Principal Consultant at MARET Consulting
Expert at Engineer School of Yverdon & Geneva University
Swiss French Area delegate at OpenID Switzerland I OpeniD
Co-founder Geneva Application Security Forum

OWASP Member 9
Author of the blog: |a Citadelle Electronigue

http://ch.linkedin.com/in/smaret or @smaret
http://www.slideshare.net/smaret

- Chosen field
AppSec & Digital Identity Security



http://www.citadelle-electronique.net/
http://ch.linkedin.com/in/smaret
http://twitter.com/smaret
http://twitter.com/smaret
http://www.slideshare.net/smaret

Protection of digital i1 dentities:

Physical world Virtual world (abstract layer)
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Link sylvain-maret.tel

Authentication

hitp://www fidis .net/fileadmin/fidis/deliverables/fidis-
/‘_’% wp2-del2.13 Virtual Persons v1.0.pdf




«Digital identity is the cornerstone of trust»

Quil'afait?

Qui peut le modifier ?

Intégrité

Qul peut le voir ?

Confidentialité

, ul peut y avolr acceés ?
Autorisation Quiipety

Qulest qui?

http://fr.wikipedia.org/wiki/Authentification forte



http://fr.wikipedia.org/wiki/Authentification_forte

Definition of strong authentication

Authentifieur

Quelque chose
Que I'on possede

Secret Biométrie
<Enter PIN> Vd

Quelque chose Quelque chose

K Que I'on connait / \ Que I'on est ou fait /
citadelle-electronique.net

Strong Authentication on Wikipedia



http://fr.wikipedia.org/wiki/Authentification_forte
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Which Strong Authentication technology ?
Legacy Token / OTP / PKI / SuisselD ? / Open Source Solution ?
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PKI (HW)

Biometry

Strong
authentication

Encryption

Digital signature

Non repudiation

Strong link with
the user
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Strong Authentication
with PKI

Bienven




PKI: Digital Certificate

Hardware Token (Crypto PKI)
Strong Authentication

Software Certificate
(PKCS#12;PFX)

?) Certificate Manager

Your Certificates | People | Servers | Authorities | Others | .
DOMINIC DREYER
You have certificates from these organizations that identify you: 3 1234-5678-9000 ‘2“{:1““2‘.2012
Certificate Mame Security Device Serial Mumber Expires On B
=] JanRain, Inc.
smaret.myopenid.com Software Security D... 00:F5:63 18.02,201%
sylvainmaret.myopenid.com  Software Security D... 00:F1:0F 16.01,2019

(=] VeriSign, Inc.
WeriSign Browser Certificate  Software Security D...  7B:5B:46:04:DC... 29.05.2014

Post SuisselD DIEPOST/H

LAPOSTE
LAPOSTA
Ml by N

X0 0000 0000 suisselD




SSL/TLS Mutual Authentication : how does it work?

Validation
Authority

CRL V

or

OCSP Request
\ Valid 7
k Invalid o
Unknown '

<

SSL / TLS Mutual Authentication

Alice




Demo #1: Software Certificate Auth using an IDP OpenID

‘ Doodle

| http://smaret.clavid.ch

|~ ~|| Login

clavid™

one key, all access

Login

(I"‘ OpenlD

Switzerland

clavid - one key, all access

User Identification Reg (——

This site has requested that you identify yourself with a certificate:
www.clavid.com:443

Organisation: "Clavid AG"

Issued Under: "SwissSign AG"

Choose a certificate to present as identification:

VeriSign Browser Certificate's VeriSign, Inc. ID [38:A1:03:2A:78:30:0E:E1:1D:B4:E7:BL:58:E3E316] |

“‘ou must sign in to authenticate to:
hitps:/fwoarer clavid.comiportaliindex.jsp

Username:

Authentication type:

| forgot my login information

smaret.clavid.ch

SSL Client Certificate [ v |

Back

. SSL Certificate

Secure Authentication Enabled

http://www.clavid.com/

Details of selected certificate:

Issued to: CN=VeriSign Browser Certificate, OU=Device Identifier - ro063047
Serial Number: 38:A1:03:2A:78:39:0E:E1:1D:B4:E7:B1:58:E3:E3:16
Valid from 26.12.2010 01:00:00 to 27.12.2015 00:59:59
Certificate Key Usage: Signing,Key Encipherment

Issued by: CN=VeriSign Device CA 0="VeriSign, Inc.",C=US

Stored in: Software Security Device

Remember this decision



http://www.clavid.com/

- A reader
- Biometry e o e
- SmartCard \' @ ,
/! \
" 1AY §
= A card with chip

- Technology MOC

- Crypto Processor
- PC/SC
« PKCS#11
- Digital certificate X509
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(O)ne (T)ime (P)assword

- OTP Time Based - Others:
- Like SecurlD
- OTP via SMS
- OTP Event Based - OTP via emall
- Biometry and OTP
- OTP Challenge ° E'tzgo Card

Response Based




OTP T-B?

OTP E-B7%
~ OTP C-R-BR
B ~ 8
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Crypto-101/ Time Based OTP

OTP




Crypto-101/ Event Based OTP

VIP Access
(S
VSMT00803896

S @

ecurity Code @19
082263

HASH Function



Crypto-101/ OTP Challenge Response Based

HASH Function

K=Secret Key / Seed

OTP
Challenge

CLIENT SERVER
(PROVER) VERIFIER)
| |
| Verifier sends challenge to prover |
Challenge = Q |
e |

I
Prover Computes Response |
R = OCRA(K, {[C] I @ I [P | 5 | T1}) |
Prover sends Response = R |
I
I
I

|
| Verifier Validates Response

| Tf Response is valid, Server sends OK |
| TIf Response is not, Server sends NOK |
|
|




Ot hers OTP technol ogi ecsé

OTP Via SMS
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Demo #2: Protect WordPress (OTP Via SMS)

clavid - one key, all access

@ L ~ ORDPRE S S You must sign in to authenticate to

http:/imc1.maret-consulting.ch/wp/?openid=consumer&janrai...

Username smaret.clavid.ch
Username

Authentication type | OTP + Password EI

Name [ SMS-0TP =]
Password Password [ensnense |

| fargat my login information Back
Or login using an OpenlID ". SMS Mobile

E2) One Time Password Enabled

1 smaret.clavid.ch\

Learn about OpenID

Register | Lost your password?
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OTP Token: Software vs Hardware ?

Pass: 777807
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