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RSA FAILED ?



Who am I?

¤ Security Expert

¤ 17 years of experience in ICT Security

¤ Principal Consultant at MARET Consulting

¤ Expert at Engineer School of Yverdon & Geneva University

¤ Swiss French Area delegate at OpenID Switzerland

¤ Co-founder Geneva Application Security Forum

¤ OWASP Member

¤ Author of the blog: la Citadelle Electronique

¤ http://ch.linkedin.com/in/smaret or @smaret

¤ http://www.slideshare.net/smaret

¤ Chosen field

¤ AppSec & Digital Identity Security

http://www.citadelle-electronique.net/
http://ch.linkedin.com/in/smaret
http://twitter.com/smaret
http://twitter.com/smaret
http://www.slideshare.net/smaret


Protection of digital identities: a topical issueé

Strong Auth



«Digital identity is the cornerstone of trust»

http://fr.wikipedia.org/wiki/Authentification_forte

http://fr.wikipedia.org/wiki/Authentification_forte


Definition of strong authentication

Strong Authentication on Wikipedia

http://fr.wikipedia.org/wiki/Authentification_forte


Strong Authentication

A new paradigm?



Which Strong Authentication technology ?

Legacy Token / OTP / PKI / SuisseID ? / Open Source Solution ? 





OTP PKI (HW) Biometry

Strong 

authentication

Encryption

Digital signature

Non repudiation

Strong link with 

the user



Strong Authentication 

with PKI



PKI: Digital Certificate

Software Certificate

(PKCS#12;PFX)

Hardware Token (Crypto PKI)

Strong Authentication



SSL/TLS Mutual Authentication : how does it work?

Web Server

Alice

Validation

Authority

Valid

Invalid

Unknown

CRL 

or

OCSP Request

SSL / TLS Mutual Authentication



Demo #1: Software Certificate Auth using an IDP OpenID

http://www.clavid.com/

http://www.clavid.com/


Strong Authentication with Biometry (Match on Card technology)

¤ A reader

¤ Biometry

¤ SmartCard

¤ A card with chip

¤ Technology MOC

¤ Crypto Processor

¤ PC/SC

¤ PKCS#11

¤ Digital certificate X509



Strong Authentication 

With

(O)ne (T)ime (P)assword



(O)ne (T)ime (P)assword

¤ OTP Time Based

¤ Like SecurID

¤ OTP Event Based

¤ OTP Challenge 

Response Based

¤ Others:

¤ OTP via SMS

¤ OTP via email

¤ Biometry and OTP

¤ Bingo Card

¤ Etc.



OTP T-B?

OTP E-B?

OTP C-R-B?

Crypto - 101 



Crypto-101 / Time Based OTP

ie =  OTP(K,T) = Truncate(HMAC-SHA-1(K,T))

K=Secret Key / Seed

T=UTC Time

HASH Function

OTP



Crypto-101 / Event Based OTP

ie =  OTP(K,C) = Truncate(HMAC-SHA-1(K,C))

K=Secret Key / Seed

C = Counter

HASH Function

OTP



Crypto-101 / OTP Challenge Response Based

K=Secret Key / Seed

nonce

HASH Function

OTP

Challenge

ie:



Others OTP technologiesé

OTP Via SMS

By Elcard

òFlicker codeó GeneratorSoftware 

that converts already 

encrypted data into 

optical screen animation 



Demo #2: Protect WordPress (OTP Via SMS)



How to Store 

my Secret Key ?

A Token !



OTP Token: Software vs Hardware ?


