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DOM Based XS5l lit@stiure

Original Papety Amit kleinin 2005
http://www.webappsec.orgfojectgarticleg071105shtml
Outlinedsomebasicinputsandsinks Didn't talk aboutcontrol
flow

Blog postby Ory Segalregardingcontrolflow (2008
http://blog.watchfire.com/wfblog/2008/06/javascript-code.html

JavaScripbbjectsarelooselytyped

If we justwantto passanexistencecheckwe cansubstitutean
Iframewindow for a normalobject

Kuzab5 and Me R00§: AttackingRich InternetApplications
(25ccce,ruxcon
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DOM Based XSSl lit@istre Ext"d

OWASP DOMBasedXss
https://www.owasp.org/index.php/DOM_Based XSS

DOMXssWiki
https://code.google.com/p/domxsswiki/wiki/Index
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Code Fow & Terminology

Sources theinput datahatcanbe

Program

directly or indirectly controlledby an N
attacker Non controllable
Input
Other operations
Filters: operation®on Sourceswhich | / N ‘
changethe contentor checkfor specific I
structuresralues Filters ? -
Sinks
: i - /
Sinks: potentiallydangerous ~ \ /" o
functionsthe carbeabusedo take nput
advantag®f somekind of exploitation [Sourcesj
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Inpuit Sources

Everything taken from the URL.:

document.URL
document.URLUnencoded
document.location (.pathname|.href|.search|.hash)

window.location (.pathname|.href|.search|.hash)

The Referrer:
document.referrer

The window name:
window.name
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Inpuit Sources

document.cookie
HTML5 postMessage arg.data

window.addEventListen€imessagg
function(msg{ evalmsg.data) }
true);

window.dialogArguments
(when window is opened with window.showModalDialog)
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Inteimediate Input Sources

Sources that could have been instantiated
somewhere else and retrieved on another page.

Storage:
localStorage/globalStorage
Database

HTML attributes storing user values
E.g. Input.value ( Drag & Drop Abuse )

Cookies
XMLHTTPRequest response.
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Classic Sinks

Every functionality that will create HTML.:
innerHTML, outerHTML, document.write é

Every functionality that will interpret a string as
JavaScript.
eval, execScript, Function, setTimeout,
setl nterval é
but also script.src, iframe.src etc
location.replace/assign
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Less Classic Sinks

However not all sinks must result in JavaScript
execution

Some additional new goals:
Modify/abuse sensitive objects
Modify DOM/HTML Objects
Leak and insert cookies
Perform directory traversal with XHR
Perform CORS with XHR
Client Side HPP (GUI Redressing in page)
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Sinks - modify DOM/HTTWIL (Dl etss

If we control the key:
some_var = documentfuser_input];
If we control the key and value:

window([user_input]=userinput2;

or
config={uo® | O.:/06/hhtotspt 6, def aul t X:
config[user_input]=userValue;
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Sinks - Leak and ins&t couldiess

On Firefox is known that is possible to create a
new Cookie using \n.

d oc ume nt .cookieNkameeceunescape(location.hash);

So #%0aANewCookie=1234

document . cooki e InnAcNoeonwkQ oeoNkal nee==1#2 3 4 0O :

Resulting in two cookies (FF 3-4).
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Sinks GUI Change

CSS Injection to modify the GUI/ inject Js (not
alway possible)

Injections into IMG tags
win against Referrer check (CSRF).
Let us control the Ul
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Css DOM Ijuastivn get semsitivevalues

If you can inject only css, or cssText Is used as sink:

CSSStyleDeclaration.cssText=® 0 me Con st a HtoGé+0S o U r «

CSS Injection to get sensitive values by inference: slow
but effective.

Letd see it with a

DEMO
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Css DOM Ijuastivn get semsitivevalues

Css3 Attribute Selector
http://lwww.w3.0rg/TR/css3-selectors/#attribute-selectors
a[href=a]{ ... }

Css3 Attribute Substring Matching

http://www.w3.0rg/TR/css3-selectors/#attribute-substrings

[att*=val] :Represents an element with the att attribute whose value
begins with the prefix "val".

[att$=val] . Represents an element with the att attribute whose value
ends with the suffix "val".

[att*=val] : Represents an element with the att attribute whose value
contains at least one instance of the substring "val".
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HTWVILS

Cross Origin Request could be abused.
var url= iprofilePages

var xhr=newXMLHttpRequest);
xhr.opef @ET 6, g et QdebugP&ga yrlarine);
Facebookssue

#l/profileName

var xhr=newXMLHttpReques{);
Xhropet GETO6, | ocat 2¢rone);hash. sl i ce

Attacker just needs to addccessControl -Allow-Origin: *
to the response
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Absolute URLs

Mario Heiderich GaretnHeyes SirdarkcatKotowicz did a
very interesting research about URL parsing in browsers

http://code.google.com/p/urlparsing/

http://kotowicz.net/absolute/
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Absolute URLs

<« €' | © kotowicz.net/absolute

Chrome, IE, Android & Safari browsers treat forward slashes in URL just like backslashes. See also #19.

"http: \\\\www.google.comi\favicon.ico"

External in:

@ = Chrome 9 @ » Safari 5 @ = Internet Explorer 6 » Android 2.1
= Chrome 11 C = [nternet Explorer 7 = Android 2.2

= [nternet Explorer 8

Result in this browser:

"http://www.google.com/Tavicon.ico"

Protocol relative

One of the most common vectors - http: or https: could be missing. the browser fetches the final URL using the proto
everywhere.

"/ . google.com/Tavicon.ico"
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Filis

Classics
(un)escape
(deencodeURIComponent
(de)encodeURI

It's interestinghatsometimegheyre not correctlyused

Advancediltering (very similarto server siddiltering
Implementations
replace
match/test
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ClassicsFilteis - Encoding Diffeiences

Encoding Differences

for(i=0;i<256;i++){
var cc=5tring.fromCharCode(1i);
var es=escape(cc),eu=encodelRI{cc),euc=encodelURIComponent{cc)

if{ es'=eu || es'=euc||eu'=euc)
console.log(cc+"["+1+"]= "+es+" "+eu+" "+euc);
}

Char escape encodeURI! encodeURIComponent

'[33] %21 ! !

#[35] %23 & %23

$[36] %24 3 %024

&[38] %26 & %26

'[39] %27 ' '

([40] %28 ( (

)[41] %29 ) )

*[42] * . .

+[43] + + 2B

. [44] %2C |, %2C

- [45] - - -

. [46] . . .

/[47] ! / % 2F

O[48-57] 09 09 09

: [58] %3A %03A
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ClassicsFilteis - Decading) Diffeiences
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