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Agenda

ÇDOM BasedXSS

Ç JS Sources& Sinks

ÇAnalysisof interestingexamples

ÇDOMinator

ÇSome stats
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DOM Based XSS Literature

ÇOriginalPaperbyAmit klein in 2005 
http://www.webappsec.org/projects/articles/071105.shtml

ÇOutlinedsome basicinputsand sinks. Didn't talk aboutcontrol

flow

ÇBlog post by Ory Segal regardingcontrolflow (2008) 

http://blog.watchfire.com/wfblog/2008/06/javascript-code.html

Ç JavaScriptobjectsare looselytyped. 

Ç If we just wantto pass anexistencecheckwe can substitutean

iframewindow for a normalobject

ÇKuza55 and Me (2008): AttackingRich Internet Applications

(25ccc, ruxcon)



Swiss Cyber Storm 3

12-15 May 2011

DOM Based XSS Literature Ext'd

Ç OWASP DOM BasedXss: 
https://www.owasp.org/index.php/DOM_Based_XSS

Ç DOMXssWiki
https://code.google.com/p/domxsswiki/wiki/Index
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Code Flow & Terminology

Ç Sources: the input data thatcan be

directlyor indirectly controlledby an

attacker.

ÇFilters: operationson Sourceswhich

changethe contentor checkfor specific

structures/values.

ÇSinks: potentiallydangerous

functionsthe can beabusedto take 

advantageof some kind of exploitation.
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Input Sources

ÇEverything taken from the URL:
document.URL

document.URLUnencoded

document.location (.pathname|.href|.search|.hash)

window.location (.pathname|.href|.search|.hash)

Ç The Referrer:
document.referrer

ÇThe window name:
window.name
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Input Sources

Ç document.cookie

ÇHTML5 postMessage arg.data

Çwindow.dialogArguments

(when window is opened with window.showModalDialog)

window.addEventListener("message",
function(msg){ eval(msg.data) }

,true);
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Intermediate Input Sources

ÇSources that could have been instantiated

somewhere else and retrieved on another page.

ÇStorage:
Ç localStorage/globalStorage

ÇDatabase

ÇHTML attributes storing user values
ÇE.g. Input.value ( Drag & Drop Abuse )

ÇCookies

ÇXMLHTTPRequest response.
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ClassicSinks

ÇEvery functionality that will create HTML:

Ç innerHTML, outerHTML, document.write é

Ç Every functionality that will interpret a string as

JavaScript.

Ç eval, execScript, Function, setTimeout, 

setIntervalé

Ç but also script.src, iframe.src etc

Ç location.replace/assign
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LessClassicSinks

Ç However not all sinks must result in JavaScript 
execution

Ç Some additional new goals:
ÇModify/abuse sensitive objects

ÇModify DOM/HTML Objects 
Ç Leak and insert cookies
ÇPerform directory traversal with XHR
ÇPerform CORS with XHR
ÇClient Side HPP (GUI Redressing in page)
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Sinks - modify DOM/HTML Objects 

Ç If we control the key:
some_var = document[user_input];

Ç If we control the key and value:

window[user_input]=userInput2;

or
config={óurlô:ôhttp://hostô, defaultX:100,defaultY:200};
config[user_input]=userValue;
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Sinks - Leak and insert cookies 

Ç On Firefox is known that is possible to create a 
new Cookie using \n.

document.cookie=ñcookieName=ò+unescape(location.hash);

Ç So #%0aANewCookie=1234

document.cookie=ñcookieName=#\nANewCookie=1234ò;

Ç Resulting in two cookies (FF 3-4).
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SinksGUI Change

Ç CSS Injection to modify the GUI/ inject Js (not
alway possible)

Ç Injections into IMG tags 
Ç win against Referrer check (CSRF).
Ç Let us control the UI
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CssDOM Injection getsensitive values

Ç If you can inject only css, or cssText is used as sink:

CSSStyleDeclaration.cssText=ósomeConstantô+Source+ôéô;

ÇCSS Injection to get sensitive values by inference: slow 

but effective.

ÇLetôs see it with a 

DEMO
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CssDOM Injection getsensitive values

ÇCss3 Attribute Selector

http://www.w3.org/TR/css3-selectors/#attribute-selectors

a[href=a] { ... }

ÇCss3 Attribute Substring Matching

http://www.w3.org/TR/css3-selectors/#attribute-substrings

[att^=val] :Represents an element with the att attribute whose value 

begins with the prefix "val".

[att$=val] : Represents an element with the att attribute whose value 

ends with the suffix "val".

[att*=val] : Represents an element with the att attribute whose value 

contains at least one instance of the substring "val".
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HTML 5

ÇCross Origin Request could be abused.

varurl=ñ/profilePagesò

varxhr=new XMLHttpRequest();

xhr.open(óGETô,getQueryParam(ódebugPageô)||url,true);

ÇFacebookissue 

#!/profileName

varxhr=new XMLHttpRequest();

xhr.open(óGETô,location.hash.slice(2),true);

ÇAttacker just needs to add  Access-Control -Allow-Origin: * 

to the response
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AbsoluteURLs

Ç Mario Heiderich, Gareth Heyes, Sirdarkcat, Kotowiczdid a 

very interesting research about URL parsing in browsers

http://code.google.com/p/urlparsing/

http://kotowicz.net/absolute/
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AbsoluteURLs
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Filters

Ç Classics

(un)escape

(de)encodeURIComponent

(de)encodeURI

It's interestingthatsometimesthey're not correctlyused.

Ç Advancedfiltering (verysimilar to server side filtering

implementations):

Ç replace

Çmatch/test



Swiss Cyber Storm 3

12-15 May 2011

ClassicsFilters ïEncodingDifferences
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ClassicsFilters ïDecodingDifferences


