
Friday, May 13, 2011 AlaaAl-Din Al-Radhi 1

IPv 6 Promised 
Role in Mitigating 

Cyber Attacks: 
Really itôs Time!

Alaa AL -Din Al -Radhi
IPv 6 & Cyber Security: Consultant Engineer, 

Practitioner, Networker & Trainer
IPv 6 Forum Jordan Chapter President

alradhi2000@yahoo.ca , alaalradhi@hotmail.com

Friday 13th

May 2011

11:30 - 12:15

mailto:alradhi2000@yahoo.ca
mailto:alradhi2000@yahoo.ca
mailto:alradhi2000@yahoo.ca
mailto:alaalradhi@hotmail.com


IPv6 Security Techies

IPv6 Transition Threats

Common IPv4 & IPv6 Security Concerns

IPv6 Security Basic Issues
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IPv6 
Security 

Road-Map
& How-To 
Wrap-UP  



Friday, May 13, 2011 3Alaa Al-Din Al-Radhi

IPv4 Addresses 

Finished: 

Sorry, We are 

closed !!



NAT Layers for 
IP Shortages

Mobility 
Convergence

Congestion 

& Delay

Current ISP (Internet Service Provider) Challanges

Too Many 

Security 

Attacks



IPv6 
Security 

Basic 
Issues
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The ONLY real security 

A person can have in 

this world

=

A reserve of 

knowledge, 

Intent, experience, 

ability & action

There is NOFixedAnswer; 
ONLY PossibleSolutions !
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IPv6 Will 

restore the 

CIA Model

Security Characteristics & Process
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Objective: Sieving Malicious Traffic



Secure Resources:

Firewall, Encryption, 

Authentication, Audit

Monitor & Respond    

Intrusion Detection, 

work the incidence

Test, Practice, Drill

Vulnerability Scanning

Manage & Improve:

Post Mortem, 

Analyze the 

Incident, modify the 

plan / procedures
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Security 
Policy

Security incidence are a normal part of an ISPôs operations
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Identify & Evaluate RISK Assessments:

Security Breaches Likelihood
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Complete Security Life Cycle
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What Goal How

Access Control

V Ensures access by authorized

personnel & devices only

V Protects against unauthorized use

ÁSimple log-in / Password

ÁACL 

ÁIDS 

Authentication

VConfirms communications identity of

(e.g., end-users, Net Elements, etc)

VProvide assurance of an entity

ÁDigital certificates

ÁDigital Signatures

ÁSSL

Non -

Repudiation

VPrevents ñActions Denialò of entity

VEnsures availability of an evidence 

that can be as has taken place

ÁLogs

ÁAccess control

ÁDigital signatures

Data 

Confidentiality

VProtects unauthorized data access

VEnsures data content can NOT be

Manipulated by unauthenticated entity

ÁEncryption (3DES, AES)

ÁAccess control lists

ÁFile permissions

Communication 

Security

VEnsures authorized information flow

VEnsures Info. NON-Interception

ÁVPNs (IPSec, L2TP)

ÁMPLS tunnels

Data 

Integrity

VEnsures Info. accuracy

VProvides event occurrence

ÁIPSec  

ÁAnti-Virus Software

Availability VNetwork Availability 

VDisaster recovery solutions

ÁFW, IDS / IPS 

ÁBackup & Business continuity

Privacy VInformation Protection ÁEncryption of IP headers (IPSec)

8 Security Dimensions for Network Vulnerabilities:



Backbone / Core Device integrity + 

Route Authentication

Aggregation  

& Distribution 

Device integrity + Route 

authentication + Stateful / stateless 

firewall + Crypto + L3 filtering + L3 

DDoS mitigation + L3 spoof mitigation

CPE Access / 

Perimeter

Endpoints

L3 filtering, L3 DDoS mitigation

L2 security (Firewall, AAA, device 

integrity) + URL filtering + IDS 

(Host/Network based)

Device integrity + Device and user 

AAA + Hosts: firewall (i.e. Black Ice) 

+ OS patches + AV + hardening + 

File system encryption + 

Vulnerability scanning

ISP Security Breakdowns Checklists  



What is Needed: 
IPv6 End-to-End Secure Communications

End- to -End secure 
communications

Easy to set up new 
connection

IPv 6
Internet

IPv 4
Internet

IPsec
Node

IPsec
NodeR R

Global address 
segments

Private address 
segments

Private address 
segments

IPv 4

IPv 6

Global address segments

RR

NAT NAT

Low interoperability 
between deferent vendors

Site - to -Site 
secure 

communications

End- to -End 
secure 

communications

R

Secure Transmission

Low security in the 
LAN segments

Branch A

Branch A

Branch B

Branch B

Partner company

Secure Transmission

Secure Transmission
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1. The Internet community has developed some application-
specific security mechanisms:
ï Kerberos for Client / Server authentication
ï PGP, PEM or S/MIME for e-mail security
ï SSL for secure web access

2. So, we need to provide security at IP layer: IPSec, with the 
following benefits:

ïImplemented at IP layer, all traffic can be secured, NO matter 
what application.

ïIPSecin a firewall can NOTbe bypassed if the firewall is the 
only connection between intranet & extranet.

ïTransparent to applications: NOchanges on upper-layer 
software.

ïProvide routing security.
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Motivations forάLt [ŀȅŜǊέ Security
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VSimple header with fixed length of 40 bytes

V6 Optional extension headers when needed : 

1. Hop-by-hop Option Header, 

2. Routing Header, 

3. Fragment Header, 

4. Destination Options Header, 

5. Authentication Header (AH), 

6. Encapsulating Security Payload (ESP) header. 

ÁEach extension header is identified by the Next Header field in the 

preceding header.

IPv6: Header Structure
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Upper Layer PDU      

65535 Bytes

= 40 Bytes

Upper Layer PDU      65535 

Bytes = Jumbo Payload

IPv6: Header Structure
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IPv6: Header Structure

Hop-by-Hop = 0; UDP = 17; Encapsulated Header = 41; 

RSVP = 46; IPSEC ïEncapsulating Security Payload = 

50 + Authentication Header = 51; ICMPv6 = 58; No Next 

Header = 59; Destination Options = 60; OSPFv3 = 98
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IPv6: Header Structure Benefits

VThe checksum has been removed, because error checking is 

usually performed in link layer and transport layer protocols.

VFragmentation has been relegated to an extension header, 

the minimum MTU has been increased to 1280 bytes, and 

fragmentation and reassembly are only performed by endpoints.  

VRouters have to examine more than the 40-byte header only 

when the Next Header (NH) field is zero.  

VThe design also pays careful attention to alignment for 64-bit 

processors; for e.g., the addresses are aligned on 64-bit 

boundaries.  

VThe constant size of IPv6 headers makes the header length 

field found in IPv4 unnecessary. Routers & intermediate nodes 

handling the packets are NOT required to accommodate 

variability in the length of headers, which expedites packet 

handling.
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IPv6: Some Quick Security Facts

VHop limit & GTSM: Still valid security mechanisms against DOS 

attacks on local links

VAmplification attack (congestion & DoS): can be caused by a 

packet with a Routing Header containing multiple instances of the 

same address. It is Crucial to perform ingress filtering that prohibits 

the forwarding of packets with a Type 0 Routing Header

VNH functionality in IPv6 provides the foundation for enhanced 

services such as IPv6 security & mobility. 

VPackets containing hop-by-hop extension headers must be 

analyzed at every node along the forwarding path 

VExtension headers bring additional complexity (and performance 

degradation) for the purpose of traffic filtering

VBlock mobility headers if IPv6 mobility is NOT being used by an 

organization

VExtension headers can also be used as a covert channel to hide 

communications between two systems, e.g., in Destination Options



IPSec
Authentication 
& Encryption

IPv6 Defenses: Whatôs New?

SEND

Secure 

Neighbor 
Discovery

CGA

Crypto 

Graphic 
Generator

ULA
Unique Local 
Addresses
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RFC 2401 

RFC 2402 

RFC 2406  

RFC 2408   

Firewall Model Change



What is Needed:  Secure Site to Site IPv6 Traffic 
over IPv4 & IPv6 Networks with IPSec
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Provides 

Framework for the

Authenticating and 

Securing Data

IP protocol 51

AH: 

Authentication 

Header:

ESP:

Encapsulating 

Security 
Payload:

IKE: 

Internet Key 
Exchange
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Components

Provides Framework 

for the Negotiation

of Security 

Parameters &

Establishment of 

Authenticated Keys

Provides 

Framework for the

Encrypting, 

Authenticating and

Securing Data
IP protocol 50

IPSec RFC 2401 ,  RFC 2402 

RFC 2406 , RFC 2408, RFC2409   

IPSec = 3 Main Protocols into a Cohesive Security Framework:

ÇNegotiation of SA characteristics

ÇAutomatic key generation

ÇAutomatic key refresh

ÇManageable manual configuration



Friday, May 13, 2011 Alaa Al-Din Al-Radhi 24

IPSec Modes = Tunnel + Transport

The ESP or AH header is 

inserted behind the IP header; 

The IP header can be 

authenticated but NOT

encrypted

A new IP header is created 

in place of the original; this 

allows for encryption of 

entire original packet

For End-

To-End 

Session

For 

Everything 

Else
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IPSec

Service
AH

ESP

(Encryption 

ONLY)

ESP

(Encryption +

Authentication)

Access Control ã
ã ã

Connectionless integrity
ã ã

Data origin authentication
ã ã

Reject replayed packets
ã ã ã

Payload confidentiality
ã ã

Traffic flow confidentiality
Limited, due to limited amount of 

payload padding

IPSec Services



ÇAgreement between 2 entities on 

method to communicate securely

Ç IPSec SA is unidirectional

Ç2-way communication consists of 

2 SAôs

SA (Security Association)

192.168.2.1

7A390BC1

AH, HMAC-MD5

7572CA49F7632946

1 Day or 100MBAdditional SA 

Attributes 

(e.g., lifetime)

Destination 

Address

Security Par. 

Index (SPI)

IPSec Transform

Key
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Each SA is identified by:

VSecurity Parameters Index (SPI): 32-bit integer chosen by 

sender; enables receiving system to select the required SA.

VDestination Address: Only unicast IP addresses allowed!

VSecurity Protocol Identifier: AH or ESP.
This information appears in the IP packet, so receiver knows 

how to behave.
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IPSec IPSec Modes in SA

Transport Mode SA Tunnel Mode SA

AH

Authenticate IP payload 

& selected parts of IP 

header & IPv6 extension

headers.

Authenticate entire inner IP 

packet & selected parts

of outer IP header & outer 

IPv6 extension headers.

ESP
(Encryption ONLY)

Encrypt IP payload + any

IPv6 extension headers

after ESP header.

Encrypt inner IP packet.

ESP
( Encryption + 

Authentication )

Encrypt IP payload + any

IPv6 extension headers

after ESP header.

Authenticate IP payload.

Encrypt & authenticate

inner IP packet.
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IPSec

ESP: Encapsulating Security Payload

AH: Authentication & Integrity

ÇData confidentiality (encryption)

ÇLimited traffic flow confidentiality

ÇData integrity

ÇOptional data origin authentication

ÇAnti-replay protection

ÇDoes NOT protect IP header


